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E-voting – what are the issues?

Criterion A:  Presentation of the issue

With more people having access to both computers and the internet, Electronic Voting is being used as a means of both making and collecting votes.  This enables voters to vote on computers at polling booths or the Internet rather than a written ballot. This technology is already in place in Belgium and Brazil.

Using these models as a basis, the Australian Capital Territory announced that in October 2001, Canberra residents would have the option to vote electronically.  This system will be trialled later this year and if successful will be expanded to allow voting over the Internet for 2004.

While elections will be decided much sooner, there are many issues still to be resolved.  The positives of the system include quick results, long term economic effectiveness, eradication of postal votes with the use of the Internet and easy recount features.  The negatives are large up front purchasing costs of software and hardware, reliability, security issues, fewer jobs, and possible privacy issues.    
Criterion B: The IT Background of the Issue
Traditionally voting procedure requires ballot papers, polling booths and electoral roles.  The voter is checked off the role, votes privately and places the vote in a box, which is then manually counted.  

The trial e-voting system to be used in Canberra consists of a Hare-Clark preferential system in which the elector places numbers, usually 1-4, in the boxes provided, indicating which leader the elector would prefer.  The Hare-Clark system is complex and has a lengthy outcome time.
  The electronic system designed and programmed by the Australian company, Software Improvements, consists of two different methods.  The online voting software will be available at four booths for polling before the election, and eight polling booths on the day of election.
  Onscreen ballots and simplified keyboards will enable the voting to occur.
  After polling has taken place, all electronic votes will be stored on computer disk.  The data is kept on disk to prevent “hacking”.  It will include numerous backups and safeguards to prevent any data loss.  Two backups are available for each vote, one on a removable disk, the other on the computer hard-drive which cannot be lost even in the event of power failure.  Safeguards are in place to prevent any damage to the system from vandalism and hacking.  The computer that the voting is carried out on is locked and no penetration can be made into the mainframe or the hardware.
 The second method of voting available is the existing manual procedure of pencil on ballot papers, which are scanned electronically and added to the computer votes.

Eventually both the ACT government and the Australian Electoral Commission intend to make the voting available through the Internet.  Electors would be able to log on to the electoral site from home or from public stations and cast their vote.  The setback to this system is reliability and privacy.
   

Criterion C: The Impact of the Issue

The major advantage of electronic voting is the speed of the results.  Using the previous Hare-Clark system of preferential voting, the final outcome of the previous election took 22 days to recount a close vote in one seat.
  Quick recounting means that whole elections can be recounted in a matter of hours instead of weeks.
  The recent American presidential election is an example of how an earlier result would have been beneficial, allowing the newly elected President to assume office sooner avoiding uncertainty.

Electronic voting is economically effective long term once costs to develop the software and purchasing the hardware are made. With hand-written ballots, people have to be employed by the government.  

An advantage of Internet voting is the eradication of postal votes, which are expensive and time consuming.
  Although part-time jobs are lost, other jobs are created in the manufacturing, monitoring and installing of the new system.  

There are important disadvantages of the e-voting system.  To set up the trial system for the upcoming October 2001 election, the ACT government has an initial cost of $405,000 to create the software and test it.

The main disadvantage of the electronic voting software however is its lack of reliability.  A software error or a computer error means all sensitive data could be lost which could affect the outcome of an election.

No software can be completely safe from bugs and viruses despite numerous safety checks.
  A software program is so complicated that a check of all of its functions and components is virtually impossible.
  If software did crash and all data lost voting would have to re-occur. If the computer was faulty and votes were improperly counted the result may be distorted.

Although the designers of the software claim that their software is safe, if the system was penetrated the results could be manipulated with disastrous consequences.   
The software company claims
 that the process is simple yet people with no computer skills may field their vote incorrectly.  Presently there are Braille ballots
 however as computer Braille is not available,
 it would be impossible for blind people to vote in confidence.

The biggest problem with the ACT Government’s trial of e-voting is the reliability. 

Criterion D: Solutions to Problems Arising from the Issue

As there is no real way to make software completely safe,
 the best solution would be to continually test and monitor the software, which could be carried out by officers employed by the electoral commission.  The officer would monitor the computer’s performance, ensure each vote is counted and stored on all back-ups.  The officer can detect a software problem and prevent any full-scale problems. 

This would not solve the reliability problem but merely detect it. It does not, however, prevent the problem from re-occurring.  Costs for the monitoring equipment and wages make this an inexpensive solution.  A privacy issue may also be raised that the officer is able to view each vote.  Encrypting the vote could overcome this issue.  

A second solution would be a small network to enable off-site data storage by running some cables to a nearby site for vote storage.  Therefore if an error occurs with the initial computer and data is lost on internal disks, data is still on off-site storage.  Alternatively, if computer disks are vandalized or damaged, off-site back-up copies are intact.

Along with the first solution this does not prevent the software error from re-occurring and is expensive.  High costs are involved including installing cables, software and hardware.  Security issues are involved with the cables. If someone hacks into the cables, every vote cast could be viewed.  Whilst preventing the situation from occurring, this solution raises two other problems, cost and privacy.  
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